After nearly 40 years
with the State Auditor’s Office,
Mark Rapozo retired April 2022.




2022 State Auditor’s Updates L —
Washington Public Ports Association T -
June 8, 2022

Wendy Choy, Assistant Director of Local Audit
Niles Kostick, Center for Government Innovation

"

h et e e —

m

"R B . |




Updates on Port specific contacts

Hybrid audits and the changing environment
Common recommendations around the state and resources available

The Center for Government Innovation



Program Manager and Subject Matter Expert

Ports always have support when working with SAO...

People you can contact: Plus internal guidance:
* Ports Program Manager and Subject * Planning guides
Matter Expert (SME) . Level of reporting

Local audit staff
Client Helpdesk

And more... ‘ 'V
How we can work with WPPA: N 4 .".l \\ i
* Attend quarterly meetings | X
* Presence at conferences ﬂ \

x

N




It's always very helpful to have an outside

AUdltS and ﬁndlngs’ by the numbers set of eyes look at what we're doing, not

Every year, we issue thousands of reports, reflecting the results of many different kinds only to review correctness but also to offer
of audits. Just a small percentage of the audits find a significant problem - in other words, suggestions for improvement.
a“finding.” Here’s what we did on the public’s behalf in fiscal year 2021. — Valley School District No. 70

Accountability audits Financial audits
Accountability audits determine Financial audits determine whether
1,090 4 697

_ whether public funds are accounted . the financial statements present an
audits for and controls are in place to audits accurate picture of a government’s
’ 91 findings protect public resources from loss, 61 findings finances.
| o misappropriation and abuse.
Federal audits Whistleblower investigations

JUIy 1, 2020 - 355 Federal audits determine whether

Whistleblower investigations are the
result of state employees sounding
the alarm on possible waste, fraud or
abuse. Our Office issued seven reports,
and five of them revealed improper
action by state workers.

; federal money is being used properly
audits
J une 30, 2021 according to federal regulations.
118 findings




Remote Audits
e (Can save money and time

 But we lost face-to-face communication
* Had to address challenges in receiving

electronic records so we could complete
audit work on schedule




Tips for successful & timely audits

Flexibility and communication are
key to performing timely audits

When the Office of the Washington State Auditor moved to remote swditing In
AMdarch 2020, we were wading into wncharted territory. Luckily, the trarsition was

Flexibility and communication are key Ll e e ot B s o s e

while remote auditing can be challenging, we have found flexibility and good communication are key to

 Make good use of pre-audit meetings ool . i s coordnain Sl sy, crerin, v

docwment sharing. For example, when cliengs cannot share records electronically, we will cocrdinate
ohtaining or viewing physical records, including picking them up or scheduling on-site visis [while
respecting all applicable pandemic protocols, of course].

To help remote audiis o smoothly, we are pripeitizing dear and freguent communication with cdients.

* Regular audit status meetings keep us e e e e s e e e

®  Pre-gudit meetings. These meetings are extremely valuable for ensuring we pet off to 8 good
b Ot h O n t ra C k start Generally, this Iz when we discuss the Bming and logistics of the awdit. During this
meeting, we abo dizouss the document request list and how cierts will share docwmerts.
&  Doourment request fxts. Our swditors often compile a list of doouments we anticipabe we will
neezed Inorder o complete an audit. Generally, the list starts with iEems we will need to plan the

audit, swch as meeting minutes, responses to prior aedit recommendations, and answers to
some peneral guestions about events that ccocwrred during the audit period. The list also

 Review our document requests carefully to e e L e e L S

ensure you send us all the materials we need e et s ety s ey e

more freguently If needed to facilitate & successful awdit. This s a good time for us to disouss the
to CO m p I ete a u d it WO rk progress of the sudit, any outstanding reguests or questions, and any potentis| aress of concern

or recommendations. These mestings are & perfect ime for yow to ask questiors or let vs know
i something ks not working for you so we can make adjustments.

addiionally, we hawve moved to wsing video conference applications, such as Microsoft Teams, for
mestings. Video conferencing alloes auditors and clients to ook at docwmeents tomether and collaborate
more effectively. Through strategic use of new technolomy, as well as clear, co : ication
from a0, the future of our audit work s bright.

i you have any guestions about the remote auditing process, plesse contact youwr local audit manager.
Need help finding your swdit team? Visik https:/fsao. wa. povfsbout-audits find-your-awdit-tesmy.

‘arnuary 2022




* Prepare in advance of the audit start date
* Have planning PBC List request documents available on

the first day
* Work with your auditors to have a plan in place for

sharing audit documents

* Open communication with your audit team
* Regularly scheduled meetings to discuss audit

guestions




What auditors might emphasize in upcoming Port
District audits

Financial EFT

Condition Controls IT Controls Leases
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Financial Statement preparation checklists
for both GAAP and Cash Basis entities can
be found in the Resource Database on our

website - https://sao.wa.gov/improving-

government/resources-database/

Resources Database

Template/Tool

Download ¥

share this link c2

Checklist for Preparing Financial Statements for Local
Governments reporting under GAAP

Using a checklist to prepare your financial statements can help ensure
important steps are not missed. This checklist can help local
governments improve a pre-existing checklist that is already in use.
Alternatively, it can be used as a launching point to help you develop
your own checklist. Updated Feb. 2020.

Resources Database

Template/Tool

Download ¥

share this link e2

Checklist for Preparing Cash Basis Financial Statements

Local government management responsible for financial reporting can
use this internal control checklist as an optional tool to help with its
year-end process for reviewing financial statements, notes, and
supplemental schedules. This checklist can be used as a baseline to
develop policies and procedures that address the most common
deficiencies found in financial information prepared using the
Budgeting, Accounting and Reporting System (BARS) cash basis
accounting method. Updated January 2022.



https://sao.wa.gov/improving-government/resources-database/

Information about new I.eases
standards can be found in the
Resource Database on our

website: ]
https://sao.wa.gov/bars-annua

filing/leases/

SAOHOME / BARS & ANNUAL FILING / Leases

BARS GaAp
Manuai

BARS Cash
Manual

Accounting Quick Links
Delays

Preparing for GASp 87 - Leases

COVID-19
Accounting and Where do | start?
Reporting
Lease Accounting - LESSEES (GAAP)
Lease Accounting ~ LESSORS (GAAP)
BARS Reporting
Templates Lease Notes (GaAP)
BARS & Annual Cash Basis

Report Filing
FAQs

Cash Basis Note

w2ining and Schedule 09 / schedyle of Liabilities Reporting
Workshops
GAAP Basis FAQ
Local
Government ;
Advisory Cash Basis Faq

Committee Resources and Video

Preparing for GASB 87 - Leases



https://sao.wa.gov/improving-government/resources-database/

Perform public solicitation for bids
Responsible bidder checks
Prevailing wage requirements
Required certificates

Change orders




Electronic payments offer many benefits:
- Less paper, lower costs
- Speed and efficiency
But also many opportunities for fraud:
- Changing vendor or employee banking data

- Phishing attacks

14



Beware of fraud in the digital
payment age

Start
Review your| reviewing Review
electronic vendor bank
payments bank statements
regularly account monthly
records

15



Surging federal funds require increased audit support

Before the pandemic, Washington

spent approximately $18 billion a year

in federal funding. We now estimate that
will almost double to about $36.5 billion

in 2021 because of new funding associated
with COVID-19 response and relief.

More federal funding means we must
do more federal funding audits. The
federal government has established
new and complex requirements for

the pandemic-related programs that
recipients must follow. Furthermore,
the state will soon receive more money
through the federal Infrastructure
Investment and Jobs Act - and that will
require additional audit effort as well.

Billions

Our request:

$1 .4 million

for 12,000 additional
audit hours during the
nhext two years

To determine whether Washington used federal pandemic-related funds
properly and complied with applicable federal requirements, we estimate
we'll need 12,000 additional audit hours over the next two years. We've
asked the Legislature for $1.4 million to fund this work - just 0.01 percent
of the share of total federal dollars audited.

Total federal assistance

40 $36.5 (estimate)
()

35
30

25

20 $17.5 $17.7
15 :

10

2017 2018 2019 2020 2021



Federal Single Audit Tips

Identify compliance [EEEEEEECE 00
requirements - OMB Compliance supplement

Contact grantor - Best source of information for questions
directly . Get responses in writing

Identify key

_ - Make sure it’s documented (like signing and
internal controls

dating for review)

- Make sure you have a clear process in place I

Know your . Published guidance, bulletins, handbook,
resources etc.

- Cross-training

Have a turnover polich
« FPOlICIesS
plan . <

- Evidence of key controls




Center for

Government
Innovation

Presenter introduction

Niles Kostick

Financial Management Specialist
SAQ’s Center for Government Innovation

Resources for Ports




Center for

Government
Innovation

SAQO’s mission

~

#RO0TED IN

Resources for Ports
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Center for

Government
Innovation

We help local governments

Resources for Ports




Center for
Government
Innovation

About the Center

We offer tools and
services to help local
governments solve
problems and improve
operations

Resources for Ports




Center for

Government
Innovation

Center services

Lean facilitations Financial Intelligence Tool (FIT) Team-building workshops

STRENGTHSFINDER EXD
FROM GALLUP

Discover Your
CliftonStrengths

%  DON CLIFTON

CHECK

WA‘ Technical Advice

Resources for Ports



Center for

Government

Congrats Ports!

3

Annual reports by fiscal year
Non-Filers

for Port/Airport District governments
! i

N

o -|




* Filing season for 2021 is now over (May 30, 2022)

* Next year, prepare early and reach out for help:
o Attend a filing prep webinar in March and April 2023
o Live Chat opens in late April
o HelpDesk

o Email: LGCSFeedback@sao.wa.gov

o SAO website BARS manual



mailto:LGCSFeedback@sao.wa.gov

Center resources

Segregatign

Best practices
for credit card
programs

Resource Library

P

Keep your money secure:

Resources for Ports

[T ———
—

Contracting
with vendors
to accept or
process your

Payroll Guide

Improving your processes:
T o nnore, manages parsors
ep———

Accounts Payable Guide
Improving your processes:

T o leackes, managees, supervioes.
vt acoountspayatie ks

@i ‘

@ Innovation

way
ad'\\\gt_“:mm‘

el
g O
e € et
czvigq“cmﬁ‘“—“‘\”
ool

Center for

Government
Innovation

Blog Articles

Double count your way to better cash receipting controls

SEPTEMBER 15,2021

Looking for a way to improve your game when it comes to cash receipting internal
controls? Add the double count to your arsenal. The double count is as easy as the
name suggestions: money should never transfer from one employee to another without
being counted and documented first. ... CONTINUE READING —

Is your contractor banned from receiving federal funds? Don't wait to find
out.

AUGUST 24, 2021

Some contractors are banned from doing business with the federal government, and it's
your job to know who they are. If you use federal grant money to pay a banned
contractor, you risk auditors questioning your spending. Even worse, you might have to
repay that money to your federal grantors. ... CONTINUE READING —

What to do after hitting submit: Steps for increasing data-quality
confidence

AUGUST 10, 2021

After hours of time and energy, you've submitted your annual report for fiscal year 2020.
Congratulations! Now you may be asking, “Is there anything more | can do?” Our answer
is, “Yes!” .. CONTINUE READING —




Center for
Government
Innovation

Center resources

Financial Reporting

- Accounts Payable i
Procurement & Prevailing Wage YN Guide

Accounts Payable Disbursements

[L ) o e

Ll T

Resources for Ports




Subscribe to SAO’s weekly newsletter

Two ways to sign up:

1. Via SAO’s website at sao.wa.gov

2. Use the QR code:
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Center for

Government
Innovation

Earn CPE with our free on-demand training

Cash Receipting Center
Print Certificate

Menu  Transcript

Cash Receipting: -

Instructions
. Headlines
Fraud Prevention and
Scanario
Internal Controls Tt
~ Fraud Statistic & Overview
‘Government risk of fraud
ACFE study and fraud victims
Statistics from SAO
Anti-fraud controls
Fraud detection statistics
‘Small organizations and fraud
Overview summary
~ Importance of internal Controls
Some definitions
Scanario

Sranarin cantined

Resources for Ports




Center for

Government
Innovation

What should Ports know about?

Hey! I’'m doing a presentation for

port districts. What do you think we
should share at WPPA?

e

[ What about capital assets?

”
Well, the best practice guides for cash receipting, payroll, and
_accounts payable, and the internal control checklists would be good.J

4 N\
The credit card best practices and the travel guide are still good best
practicesJ

Of course the segregation of duties guide. Then there is the\
whole bidding suite. And the responsible bidder checklist.J

¢
We also have the one on electronic transactions, A/R, and fuel controls. All
things they should be interested in so they should sign up for alerts! )

Resources for Ports




What's on the dock-et today

F
 Capital assets o
* Small and attractive assets <.
wvn B

* Procurement

L



Center for

Government
Innovation

Capital Assets




Center for

Governmen
Innovation

Resources

Center for
Government

Best Practices for b
Internal Controls
Over Small and

Center for
Government
Innovation

Best Practices for
Tracking Capital

Resources for Ports

Office of the
Asset Information R Waingon

Starting in about 2002, the Governmental
Accounting Standards Board required
general-purpose governments to start
reporting all capital assets, including
infrastructure assets such as roads and
buildings. Some were able to report
prospectively while others had to add
retroactive information. Governments

have a tremendous amount of assets, and
some may have been rushed to record this
information. The manner in which these
assets were recorded may have caused
later challenges as that information needed
to be added to, adjusted, or removed. There
are ways to design a capital asset tracking
system that ease the burden of managing

this information in future years. These best
practices aim to help describe some of those
methods. This resource largely draws from
practices used by public utility districts, as
well as that of a few others in the government
industry. Consider these best practices as you
wiork to improve your capital asset tracking.

Attractive Assets

Pat McCarthy

Small and attractive assets are below the
government’s established capitalization
threshold for finandal statement reporting
|purposes, and might be susceptible to loss,
theft or misuse. These assets last longer
than a year, are typically mobile and might
be easily replaced through a procurement
system without raising suspicion. Although
they can vary by government, some
examples include:

Computers, laptaps, notebaoks, shop
tools, public works power equipment,
handheld radios, other electronics,
monitors, tablets, phones, cameras,
firearms, tasers and related accessories,
‘televisions, video equipment




Center for

Government
Innovation

Tracking capital asset information

* Before you track, know how to
identify assets

Asset |
nform M Office of the
* A project is not an asset ation o

Pat _\-Ic(.'varlhy

Startin, .

Resources for Ports




Center for

Government
Innovation

Tracking capital asset information

* Planning for retirement: Let Best Practi
the records do the planning Tracking Ca
for you Asset Inform,

M Ofﬁ of
th
at’ On Washingto,y
State Audigey
Pyt .\'Ic(j,m h)’

Resources for Ports




Center for

Government
Innovation

Tracking capital asset information

* Materiality doesn’t necessarily
define how assets are tracked
or controlled

Resources for Ports
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Small and attractive assets




Center for

Government
Innovation

Small and attractive assets

* These still last longer than a

year lBeSt Practices
* These are generally mobile or Ver Small ang
prone to misuse Attractive Assets

* These are likely to be replaced
via procurement system
without much concern

Resources for Ports



Center for

Government
Innovation

Small and attractive assets

e Be aware of your own
requirements (think BARS,

) In
think grant and loan agreements, O‘fsr”;al Controls
contracts, etc.) A t'tractma” and

e Be smart about thresholds

Resources for Ports
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Innovation

Small and attractive assets

Risky business. Consider: Best p

* Public perception '”ternal Conts

* Operational risks Oversma”an’gl

* Existing tracking or pre-existing At't"aCtive Asset
controls S

* Recent problems e,

* Degree of decentralization j’"}ﬁi”‘m

* Ease to sell

* Replacement cost vs. the cost to
track it

Resources for Ports
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Innovation

Small and attractive assets

Inventories and policy best
practices

Resources for Ports
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Washington’s procurement laws

Resources for Ports

Buying

" Bidding

Ensuring your government follows Washington purchasing laws

Brought to you by the Center for Government Innovation,
aservice of the Office of the Washington State Auditor

April 2022

Center for
Government

Innovation

I’'m about to spend money! How do | know which laws apply?

o
.‘(/{
%9

Na

It's something tangible like a van, but it isn't
associated with my public works project or
my ordinary maintenance work.

Center for

Government
Innovation

7 It'sa purchase. See pages 7-12.

It's maintenance work peformed by our

It's ordinary maintenance, not

employees.

addressed by this guide. See
WAC 296-127-010 (7)(b)(ii)

It's a construction project, and we'll hire an

» | It's a public works project. See

outside company to do the work. (And we'll
need materials and equipment, too).

It's construction work (or an alteration, repair

pages 13-23 and page 26.

This is a public works project

or improvement), and our employees will be — done by in-house staff orday

doing the work.

| need the services of an architect or a

consultant. They won't be employees. —>

labor. See page 27.

They are engaged as service
providers. See pages 24-25.




Washington’s procurement laws

Resources for Ports

Piggybacking

Center for

Government
Innovation

* |s piggybacking the right option for you?
* |f so, what are the first steps?
* |s the award the right award?

* Does it meet your bidding and notice
requirements?

* Finalize the agreement
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Washington’s procurement laws
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Evaluation checklist for public contracts
°'m"d’::;?'”"”°f/
D roy ;“:::( he,

To qualify to be awarded a public contract, 3 bidder must be bath
responsive and responsible:

A responsive bidder is ane that has responded to all bid items
and has included all required elements in their bid submittal -
this is fairly straightforward

A responsible bidder is one that meets a set of
*“responsibility criteria” as defined in state law
and this can be complex to evaluate

To help you navigate whether your bidder meets the
responsibility criteria, we have compiled a checklist
that you may use to walk through this evaluation.
We have also included answers to frequently asked
questions that we receive. We hope that you find
all of this information helpful in navigating this
challenging topic!

April 2021 How to Evaluate Responsible Bidders | 1




Questions




Contact Information

Niles Kostick

Financial Management Specialist

For more information:
 Phone: 564-999-0818
* Email: center@sao.wa.gov

* Website: sao.wa.gov

Deena Garza

Program Manager — Public Ports
Deena.Garza@sao.wa.gov
(360) 676-2165

Wendy Choy

Assistant Director of Local Audit
Wendy.Choy@sao.wa.gov
(425) 502-7067

Josh Stohr :

Subject Matter Expert — Pu: ts
Justin.Stohr@sao.wa.gov | =R
(564) 444-6621

s LT
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