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What does the SAO do, and how can we be
partners in accountability?




Niles Kostick, Manager,
SAO's Center for Government Innovation

Niles Kostick discovered a passion for helping
Washington local governments when he interned at
the State Auditor’s Office in 2014.

Since then, he has worked in multiple roles
throughout the agency, including as an auditor,
small-entity subject matter expert and technical
researcher.

He now manages a team of experts who help local
governments solve problems and improve
operations.
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State & local

Center for
Government

audit




Helping local
governments help the
people they serve

Supported by the funding created when
Washington voters passed Initiative 900
in 2005, authorizing SAO to undertake
performance audits.
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Offers tools and services to help
governments solve problems and improve
operations



* Cyber checkups to assess your
government’s vulnerability to common
cybersecurity threats

* Customized Lean facilitations & trainings
to help you improve how work gets done

* Teambuilding workshops to help you
strengthen your team, increase trust, and
promote workplace harmony

* Financial Intelligence Tool (FIT) to help you
monitor your government’s financial health

* Tools, checklists, and other resources that
provide you with ways to improve internal
controls, compliance, and other areas



Gain expert input on
improving Port
processes

Public records, agenda preperation

Marina operations, cash receipting,
accounts receivable, etc.

Onboarding processes

Process improvement trainings for
teams




Resources for
small ports
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Best practices for
tracking small and
attractive assets

Governments own a variety of assets that fal
below their capitalization thresheld for financial
reparting purposes that require safeguarding.
We call them small and attractive assets here
inWashington state, but ather popular terms
include theft-sensitive assets, walk-away assets
or controlled assets. Small and attractive assets

ppe
asset types, often because they are portable,
attractive for personal use and easy ta sell.

Some examples include:

Desktop computers, laptops, tablets,
notebooks, monitors, shop toals, shop
equipment, power tools, radies, smart
phones, cameras, law enfarcement
weapons, safety equipment, televisions,
audio-visual equipment, GPS devices,
microscopes, medical devices, optical
devices such as binoculars and telescopes
(excluded are consumables or other assets
that last less than ane year).
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Best practices
for credit card
programs

Credit card programs vary in their nature.
and size, as well as how the credit cards
are used - all of which affect risk of
unallowable purchases.

Programs can include traditional credit
cards (such as by Visa or Mastercard),
procurement cards, or merchant cards
that allow purchases at a specific retail
establishment.

Credit cards can make it easier and less
costly to make certain purchases, but
there is also an increased risk for misuse.
or mismanagement. This risk needs to
be planned for and mitigated.

‘The following are some best practices
governments might consider when
evaluating a credit card program

and the related internal controls:

Best practices for credit card programs | 1
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Good for smaller
governments

Duty (and related page)  Clerk 1 Oversight person

Erisure deposits were made intact by comparing paper
Callect recaipts from oustamers, preparne receipt recards (source records o support the depesit) to
the depaosit, and makea the deposit with bank statement deposit information. This should include

the bank confirming that cash ws. check compaosition is carnect for
all deposits,

Cash receipt (p. 100

Segrega’gigr
of Duties

Essential Internal Controls

Manitor key reports induding aging reparts, manithiby

7 Send out billings, post payments ta
unkx recehabiz (p.13) revenwe activity, and adjustments to customer accounts

accounts, perform collections

First edition, September 2019

P 1 (p 18 Process and prepare checks (or wse a 3rd Reviaw thie payrodl register, approe time sheets, sign and
P party wendor ar Couwnty Auditor if possibde] — distribute checks.

ccounts payable (p. 21} Process imvoices and prepare checks {or Rewiews supporting dooumentation, approve inwoices, sign

e Cownty auditor] and mail checks
Purchasing and Obtaim or revisww quotes or bids Fewiews and sign all contracts or purchase orders
procurement (p. 23]
B Periodically check to ensure all assets are accounted for ®
Capital asssts (p. 300 Maintain a listimg iventony] and used for mental pur
Be tha signer om the account. Review the bank
Barking (p. 33} Prepare the bank reconciliation reconciliation. Monitor banking activity with direct online

access or by having am ariginal statement mailed dirsctly
with the copees of endorsed checks.
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aservice of the Office of the Washington State Auditor

Appendix A - Exal f duty assignments for

Appendix A - Example of duty
assignments for small governments

One-person accounting department

Strong. of are essential if you itha
one-person i Innumerable risks arise when one person is given so many duties and
responsibiliics. To adequately mitigate risk, you will need at least ane other person to provide oversight. Amang
your aptions:

« Anclected official ar member of th

« An i such as alocal
+ Atask-exchange with a nearby government, in which you perform oversight functions for each ather

Whichever solution you choose, make sure the person involved understands the risks they are looking for. (A quick

review of the Risks column in the detailed sections of this guide can help.) And finally, dorit rely on an andit to

discover fraud or verify it ing place. Every local responsible for its assets hefore
mething h Figure 1illy dutics might by di d

Figure 1: One way to organize a one-person department

Duty fand related page) _Clerk 1 Oversight person

Callect receipts from customers, prepare.  receipt recards souree records to suppart the deposi] fo
Cashrecaipt {p. 10} the dpasit, and make the dapast with informatior. This

the bank confirming that cash vs.check compsition s cortect for

alldeposits
Send out bilings, post payments to Manitar ey reports including aging reparts, manthly
pecounts receiveble (B 151 counts, perform callctions revenue activity, and adjustments ta customer accaunts

Frocess and prepare checks or s2a3rd Review the payroll register, approve time sheets,sign and
o e o

Payradl (p: 16}

Fevi approve nvaices, sign
e payete (R 21N oy e and mail checks
Purchasing and

Obtain o review quotes of bids Feview and sign all contracts or purchise orders
procurement [ 25)

Capital assets p 30) Maintain a listing ot
Be the signer on the account. Review the bank
recorcillation. Monitar banking actvity with direct online
Bariing (p. 3 Frepare the bark reconcliat

i (P 33) repars the bk rcanalation ‘aceess or by having an ariginal statement maded directly
with the copies of endorsed checks.

General ledger (p. 35) Perform journsl entries. Review and approve

Segregation of Duties | Appendix A | 40
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Resources for
small ports

* Fueling best practices

* Cashreceipting, accounts receivable,
and accounts payable

* Procurement, buying and bidding RGSOU rce
* Internal controls, segregation of duties LI b ra ry
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How bad is it?
172

Cases submitted since 2018

$35 million

In total losses

Cyber securityis a "
grOWIng concern WA local governments reported as

targeted in the past two years
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Understanding
vulnerabilities

&
& : : : .
* Social engineering (phishing)

« 3" party vendors

Cyber security is a
gI’OWing concern * Lack of policies around IT equipment,

use and reporting.

* Employee training and awareness

Center for Government
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' R Understanding
o g vulnerabilities
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* Social engineering (phishing)
« 3" party vendors

* Employee training and awareness

Cyber securityis a
growing concern

Lack of policies around IT equipment,
use and reporting.
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Free assistance for
small ports - SAO’s
Cyber Checkup

A cyber checkup is a free, 20-point
inspection to diagnose security gaps.

This assistance does not require staff
with technical knowledge of IT systems -
anyone can request a checkup.

We provide and help prioritize
recommendations.




Actionable
recommendations

“The results were a wake-up call about our
vulnerabilities ... ”

it
esponse
ounts

Accounts &
passwor ds

“...we were able to understand real world
ways to implement better security ...”

Cybel’ CheC ku pS “... immediately improved. The report ...

included actionable items that didn’t require
a lot of resources to implement.”
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SAQO’s Financial
Intelligence Tool (FIT)

* Introduced in 2018 to provide an easy to access,
easy to understand way of exploring the financial
landscape of local governments in Washington

* Can help share financial information without any
extra work on your part

16



Explore

o

Individual
Governments

F

Government
Types

Navigate By
Dollars

L 4

Financial Health

-

Data Exiracts

Let’s take a
tourof FIT E

FINANCIAL
INTELLIGENCE
TOOL

How do you want to explore the data?

The State Auditor's Office created this interactive tool to bring transparency to Washington State's public financial data. Click on any of the
options below to begin exploring or enter your keywords in the search bar.

| Search FIT

Q

Individual Governments

Search for and explore local governments by
name in Washington State.

Not sure where to start?

We've got some interesting reports ready for you.

FIT FOCUS -

OF THE MONTH

m o e B

Port/Airport Districts
FIT focus of the month
Updated 4 days ago

Did you know there are more than 80
port/airport districts scattered across our state
that generate $2 billion in revenue? Click to
learn more.

Go to the Profile

I

Government Types

Select and explore various types of loc:
governments across Washington, from
pollution and cemetery districts to regic
planning councils and water conservatic
boards.

@D Erchmten oomerrereert thist v minsin Mg durna 2

Retail Sales and Use Taxes
Updated about 1 month ago

Retail Sales and Use Taxes collected in

Washington is a key indicator of econom
position. Generally, when times are tougt
households spend less. Check out collec
by local governments the past four years

[ Retails Sales and Use Taxes trend

Ql

17




Sign up for our newsletter

Essential SAO
resources, straight to
your inbox

Subscribe to our
biweekly newsletter,
In the Know with SAO



Niles Kostick, Manager

SAQ’s Center for Government Innovation

Center@sao.wa.gov

Website:
Twitter:

Facebook:
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