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Audits and findings, by the numbers 2 ’724

Every year, we issue thousands of reports, reflecting the results of many different kinds of ®
audits. Just a small percentage of the audits find a significant problem - in other words, a
"finding” Here’s what we did on the public’s behalf in fiscal year 2024:

July 1, 2023 - June 30, 2024

1,127 777 . e 477

audits audits pres audits
136 findings / 86 findings =4 260 findings

Accountability audits m Financial audits Federal audits

Accountability audits determine Financial audits determine Federal audits determine
whether public funds are accounted whether the financial whether federal money is
for and if controls are in place to statements present an . being used according to
protect public resources from loss, accurate picture of a federal regulations.
misappropriation and abuse, government’s finances,




Preparing for audit

Meet and Greet

Cleanup
records

Document,
document

e Open a line of communication before the audit
start date

e Make good use of a “pre-audit” meeting with the
audit team —who should attend

~

J

e Keep your files current and complete
e Learn from the past. Review your government’s

past audit results

e Assess changes in activities
e Remember to document, document,

document throughout the year

§ Office of the Washington State Auditor




Preparing for audit

Keep on top of
changes

And, finally...

\

e Document your internal processes and recording

financial transactions properly
 Be aware of changing accounting standards

J

e Perform a self-review of the annual report

e Develop an audit timeline and assign
responsibilities

Relax! You’ve done all you can and are now ready
for audit.

§ Office of the Washington State Auditor




Audit timeliness takes a team effort

SAQO’s priority is to work with you on timely and cost-
effective audits

Be sure to identify and communicate your audit needs
o Bond deadlines
o Federal grant compliance deadlines (Single Audit)

Make good use of pre-audit meetings

Regular audit status meetings keep us both on track

Work with your auditors to have a plan in place for
providing audit documents

ffice of the Washington State Auditor



What are audits going to look at?

* Accountability
* Financial Statements

* Federal grant compliance ?

Office of the Washington State Auditor




What auditors might emphasize in
upcoming accountability audits

’ Electronic fund transfers (EFTs)

Payroll leave (accruals, tracking and
buyouts)

[ Office of the Washington State Auditor



Financial statement reporting

Risks to consider:

* |Inadequate review of the prepared
financial statements

* Lack of documentation evidencing review performed

* Outdated note disclosures, missing information and
numerical errors

Helpful tips:

v Always use the most up-to-date version of the BARS Manual

v'Consider using the “Checklist for Preparing Cash-Basis
Financial Statements” for preparation and review

‘8 Office of the Washington State Auditor



Resource: financial statement reporting checklist

- Updated annually to include new BARS
e requirements and other accounting
paring Statements C h a n g e S

th the Budgeting:
accordance Wi rt with
ments prepared NI e fling your annuR! EPS

tes
financial st3 < aptions! ched

and review this
10 help prepare 3N 1. Complete
ctions: Use this ::e:““ o (BARS) Cash Basis Mans?
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ounting and RepO

- Covers several aspects of the financial
statements, including funds structures,
== cash and investments balances, required

1 schedules, and more
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rastrut

Find this and other

financial reporting )

tools in our online
Resource Library



https://sao.wa.gov/improving-government/resource-library

Common recommendations
In federal compliance audits

Suspension and Debarment *

Reporting requirements

Procurement requirements *

Davis-Bacon/Certified Payrolls *

* Also a top recommendation area for port districts

Office of the Washington State Auditor




F
ederal awards compliance

Chapter 8

Suspension and debarment

pefore you enter intoa covered transaction, the Uniform Guidance requires you

1o verify whether & contractor Of subrecipient is suspended, ebarred OF otherwise
excluded from receiving OF pa:ticipa[‘mg in federal awards. This requirement is easy
(0 comply Wit but it is 2 common issue for tocal govemmems pecause it €A be
overtooked during the procurement process OF when issuing subawards. While rare,
paying federal fundsto 2 suspended OF debarred party could lead your auditor 1o
question costs which may result in you having to repay the money © the awarding
agency.

This chapter defines covered ransactions and identifies the three Ways of verifying
suspension and debarment <tatus. The chapter concludes with an overview of the
procedures that local govemments can expect thei auditors 10 perforim, 8 well as
links (0 additional resourees.
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An overview of requ‘lrements

You must verify the suspension and debarment status of third parties pefore entering
into a “covered wransaction” with them. FoT smost local g:wemmem recipients, COVEre
{ransactions typically include the following (exceptions are rare):
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Sometimes the best prevention is

just being informed

Prevention

Office of the Washington State Auditor



Most costly fraud schemes

Theft of Property

Purchase Carc

Misappropriation
Questionable
Other Open Case Estimate

Payroll

Breaking/Entering

$- $100,000 $200,000 $300,000 $400,000 $500,000 $600,000




Fraud warning signs

4. Email address is not an exact match, or is an outside address when it
should be internal

J \\

5. Request comes via email when you have a different method
setup, or comes to the wrong department

4
l 6. Request comes in close to payment date and/or creates a

sense of urgency

Office of the Washington State Auditor




Inconsistent email addresses

___ Real Spoofed

@g-o0.com [name].g-o.com@hotmail.com
@spfr.org @spsfr.org
@bosscontruction.biz @bossconstructions.biz

@AmericanGuardServices.com  @AmericanGuradServices.com
Vendor: Nisqually Construction  @NisquallyContracting.com
@mpmediatv.com @messagepolntmedia.com

“.op Office of the Washington State Auditor



Emails from “employees”

Emails sent from

myprivatesecurebox01@gmail.com
myprivateboxinfol@gmail.com
calorygas@telefonica.net
Info.ceOexecutives@lycos.com
schools@unifieddistrict.net
Theboysandgirlsclubs@sapo.pt
nies71@sznlive.com

§ Office of the Washington State Auditor



Fraud warning signs

3. Provides a voided check that anyone could create, and/or a typed signature ]

S
4. Email address is not an exact match, or is an outside address when it

should be internal

VAN

5. Request comes via email when you have a different method
setup, or comes to the wrong department

4
l 6. Request comes in close to payment date and/or creates a

sense of urgency

Office of the Washington State Auditor




Phony voided check

No address PR R SRS . I "
block | | HANNAH ROBERTS
DATE
1 e | AL
Likely typed with ——— Void »
a script font ; — | poLLARS g
| @) sneen o ank ‘
| * i -
Atypical listing of | MEMD Void
' outing a.nd aceount ghiculs 1. DIRECT DEPOSIT ACCOUNT .
information e T 3B O W B 4 43S 1 O L .

Office of the Washington State Auditor




Fraud warning signs

2. Requestincludes “kindly” or other language that seems atypical

3. Provides a voided check that anyone could create, and/or a typed signature

J

4. Email address is not an exact match, or is an outside address when it
should be internal

\

VAN

5. Request comes via email when you have a different method
setup, or comes to the wrong department

6. Request comes in close to payment date and/or creates a
sense of urgency

Office of the Washington State Auditor




Ok, thanks for the heads uu back the $2,870 and $897.80 payment for the previous invoice. We are having troubles accessing the funds.

I will send you another operating account to receive payment, Sorry for the inconvenience.

Thanks, and have a great day!

Thank you for your effort, we are changing banks from Go bank to our Guaranty. Bank& trust account.

Attached is our ACH Bank Instruction| Kindly ali'urise if payment will be made tomorrow May 11, We are trying to clear up outstanding invoices.

Thank you and have a great day.

Please disregard the previous email. You may proceed with the ACH payment using the GoBank details| Kindly ddvise if payment will be made
tomarrow May 11. We are trying to clear up outstanding invoices.

. Kindly }-t me know.

Please find the attached signed and completed EFT form.
Kindly hotify me once our vendor record has been updated.

| would appreciate it if you can set up ACI—l
Thank you

We received mail from our bank this morning that there is some update that needed to be
done and we gotten that fixed now. Our bank remain the same as Bank Of America but routing

number and account number has changed. Kindly acknowledge the receipt of this email, to
allow me forward you our updated Routing number and Account number.

forward me an ACH/EFT vendors form.

Kindly

Regards,

Office of the Washington State Auditor




Regarding the outstanding invoices. Can you| kindly hold the payment as we perform an internal audit.

We would be using our subsidiary "company account” to receive all further payments via WIRE or ACH.

advise when this payment will be made so that I can send our bank details for further payments.

Hello Andrea, 1— . .
Kindly find attached ACH Banking Instruction for payment. Kindly pdvise if payment will be made

= T
notify me once our vendor record has been updated.

Can you kindly resubmit the payment via ACH j Kindly

Kindly)confirm as soon as the payment has been sent, Sorry for the inconveninece.

Kindly femit payment to our operating account attached. J#.Kindly get back to me regarding pre-note.

. Aldo kindly|update your records for future payment. l Kindly fcknnwledge the receipt of this ErT'IEII|,l

Kindly Jet us know once the change has been completed.
' all back the $2,870 Kindly find attached Direct Deposit from and Void Check

Kindly|advice if the payment was sent to the Gobank account attached or the GreenDot Bank account

Office of the Washington State Auditor




Fraud warning signs

1. Requester uses GreenDot, GoBank, Walmart or Meta

2. Requestincludes “kindly” or other language that seems atypical

3. Provides a voided check that anyone could create, and/or a typed signature

4. Email address is not an exact match, or is an outside address when it
should be internal

J \.

5. Request comes via email when you have a different method
setup, or comes to the wrong department

4
l 6. Request comes in close to payment date and/or creates a

sense of urgency

Office of the Washington State Auditor




GreenDot Bank

Account Information

Name of Financial Institution: Greendot Bank

L Hibeae

Routing Number:

Account Number:

AL £ N T

B Qe s

Bank name

Green Dol Bank

Bank routing number

GREEN DOT BANK @ greendot
bark
GREEN DOT BANK Bank Name: GoBank
MEMOD Bank Address: Bristow, VA

Nawe oY CreeypoT B AN £
NUMBER NUMBER

_ greendot
bank

GREEN DOT BAi‘i
Routing Number :

FINANCIAL INSTITUTION NAME:

Checking Account Number ||| NG

G reen dOt ban k 1 Financial Institution: Green Dot Bank

Account Type: Checking

Bank Name: GREEN DOT BANK

Name Bank name

I will like the entire check to be paid into my new account

I appologize for the mistake on our end. The bank con
details for GreenDot Bank;

Bank Name: GreenDot Bank

Beneficiary Name: Water & Wastewater Services, LLC

Green dot bank_

FINANCIAL INSTITUTION NAME:

ACCOUNT #

Office of the Washington State Auditor

May 10, 2021

To Whom It May Concern:

This is to confirm the account number, Routing Number and GreenDot Bank Details for
WATER & WASTEWATER SERVICES, LLC

Bank Name: GreenDot bank




 Don’t trust email. Literally, ever.
* Assume it’s a scam until you’re proven otherwise

* Request that employees make changes in person

 Vendors:

* Confirm via video call you initiate

* Provide contractors and vendors with a

What can you do?

security key or passphrase they must provide

for any contact for bank changes (do not send

via email)

Office of the Washington State Auditor




Most costly fraud schemes

Theft of Property

Purchase Card

Loss

Misappropriation
Questionable

Other Open Case Estimate

Payroll

Breaking/Entering

A4

$5,000 $10,000 $15,000 $20,000 $25,000 $30,000 $35,000 $40,000 $45,000

Office of the Washington State Auditor




Fraud-prevention resource for elected officials
and appointed board members

Key theme: Preventing fraud begins at
the top

* Elected officials and appointed boards:

* Have a duty to understand their
government’s operations

* Play a key role in fighting fraud

* Have a responsibility to
demonstrate a commitment to
preventing, detecting and
responding to fraud—which are the
three main sections of the guide

Fraud prevention resource library

Office of the Washington State Auditor



https://sao.wa.gov/improving-government/preventing-fraud

Reporting fraud or loss

__ The Audit Connection Blog Coronavirus Public Records Client Login n n m D

% — Office of the Washington State Auditor

Pat McCarthy m
4 Search SAQO

k n OW n O r S u S p e C t e d Reports & Data  Performance Audits  About Audits  Improving Government | ARS & Annual Filing  Reporta Concern  About SAO
— ™
SAOHOME / IMPROVING GOVERNMENT / Preventing Fraud

instances of fraud or loss Preventing Fraud

to SAO (RCW 43.09.185) Sovrment” Our goal at the State Auditor’s Office (SAQ) is to help you

- prevent, detect and report fraud in your government.

* Remember to report any

Lean Services

Teambuilding

Workshops What to do if you suspect fraud

* Easiest to do this through

Financial
Intelligence Tool

SAO ’S We b S ite Resource Library Visit our reporting
Technical Advice fraud in government
#Gov101 page to learn more

7~ N\

‘ Report the loss

Read about how
and when to seek
SAO approval for
arestitution
agreement

using our online
reporting form

Improvement
Training Videos

“~—

Fraud Resources

Fraud is costly to Washington governments.

Office of the Washington State Auditor



https://sao.wa.gov/improving-government/preventing-fraud

Support for Ports at SAO

Ports always have support when working with SAO during an audit.
People you can contact:

* Port program manager and subject matter experts
(SMEs)

* Local audit staff

* Client HelpDesk

* And more ...

Plus internal guidance:
* Planning guides

* Level of reporting

Office of the Washington State Auditor




Questions?

Please feel free to contact me
at any time.

Deena Garza
Port Program Manager

Deena.Garza@sao.wa.gov
(360) 594-0571

Office of the Washington State Auditor




SAO resources from the Center
of Government Innovation

Scott Woelfle,
Director of Quality Assurance
and Innovation

[ % Office of the Washington State Auditor



The Center for Government Innovation

» Resource Library with tools, checklists and other
resources that provide you ways to improve internal
controls, compliance and other areas

» Cyber checkups to assess your government’s vulnerability
to common cybersecurity threats

» Financial Intelligence Tool (FIT) to help you monitor your
government’s financial health

» Teambuilding workshops to help you strengthen your
team, increase trust and promote workplace harmony

» Customized Lean facilitations & trainings to help you
improve how work gets done

Office of the Washington State Auditor




Resources for ports

Center for
Government
Innovation

Best Practices
for Sending
Wire Transfers

S
Pat McCarthy

Wire transfers move money from
one bank account to anather
almost instantaneously. They are —

generally considered safe as long

as the sender is confident the x
transaction isvalid, and the

wiring instructions are accurate.

Intoday’s environment, those

can be hefty assumptions.

Wire transfers are typically used
to transfer larger sums of money,

and usually only for limited purposes.

duetothe higher transactional cost.

For example, governments might use
them to make investment purchases,
debt payments, or potentially to
purchase property.

Best Practices for ¢
ACH Electronic

‘Washington
State Auditor

Payments Pat McCarthy

Governmants are incrasingly using Automated Claaring
House (ACH) payments to pay employees and vendors,
replacing more costly checks and warrants Thesa are
elactronic bank-to-bank payments processad in batches
through the ACH Network. They have their own urique
tisks that are different from checks and
warrants, and these risks are toa large
toignore.

Taday, bad actors target ACH transactions
using social enginaering or by having
diract system accass. In social enginaering
schemes, bad actars may pose as vendors
to.gat employees to approve changes to
«contact and/or bank account information
in order to divert payments. Emplayees
and others with system access can also
perpetrate fraud, such as by adding
fictitious vendors or changing a

wendar's bank account information to
their own or that of an accomplice.

Best practices
for credit card
programs P

Government credit card programs vary
greatly in size and purpose, as they allow
employees to pay for travel, fuel or small
purchases. They reduce your procurement
and payment costs, allowing you to avoid
processing purchase orders, individual
invoices and checks - especially for

small transactions. Some programs

also offer rebates.

While credit cards can provide many
benefits, they also carry a high risk of
fraud, waste and abuse. When you provide

credit cards to employees, it gives them a
I )

:ndmlmmgpmcem

your review

April 2024

Center for
Government
Innovation

Best practices for
tracking small and
attractive assets

Office of the
‘Washington
State Auditor
Pat McCarthy

Governments own a variety of assets that fall
below their capitalization threshold for financial
reparting purposes that require safeguarding.
We call them small and attractive assets here
inWashington state, but other popular terms
include theft-sensitive assets, walk-away assets
or controlled assets. Small and attractive assets
tend to mysteriously disappear more than ather
asset types, often because they are portable,
attractive for personal use and easy to sell.
Some examples include:

Desktop computers, laptops, tablets,
natebooks, monitors, shop teols, shop
equipment, power tools, radios, smart
phones, cameras, law enforcement
weapons, safety equipment, televisions,
audio-visual agquipment, GPS devices,
microscopes, medical devices, optical
devices such as binoculars and telescopes
(excluded are consumables or other assets
that last less than one year).



https://sao.wa.gov/improving-government/resource-library

A multi-point i
point inspection for a gov
ernment’s

cyber program

v Completed remotely

v'SAO pr
produces a summary of your results

and recomm
endations, i )
low-cost next steps , Including easy and

Offic '
e of the Washington State Auditor

Center for

Government
Innovation

Cyber Checkup Questionn aire

s cyber defenses. A3 pertof
reto the best of ¥oUT ability.
K with themm answer the

Dife
Washington

o improve yaur gonemmen
State Auditor
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e Inok forward 0 \working with you ¥
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wumbper of employess: 108

4. Who provides ¥ouT organization's T support? A —
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, NSAA Excellence in
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syes’ 1 the Guestian bove, how frequen®y o your en
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Cyber checkups

Center for
Government

Innovation

Cyber Checkup Questionnaire

We lock forward to working with you to improve your government's cyber defenses. As part of (')'mu__ ofthe
our cyber checkup, we ask that you fill out the following questionnaire to the best of your ability. Washington
If you have IT support internal or external], we encourage you te work with them to answer the State Auditor

‘questions below.

Name of ization: City of Auditville

Number of employess: 105

1. Who provides your organization's IT support?

W have our own IT staff of | {fill in # of IT employees)

We have our own IT staff and alse contract with a third-party service provider
Wi use our county’s T staff

other:

we don't have support from IT staff or a third-party provider

I'm not sure

oooooo

2. Doesyour organization have written IT policies?
O es, we have a written IT polides
O Mo, we don't have written policies
O I'm not sure

If you answered “yes’ to the question above, how are employees notified about IT policies?
[Check all that apply]

O  buring the onboarding process after new employees are hired

O During periodic employes training

O when policies are updated

O other

O r'mnatsure

3. Do employees receive cybersecurity awareness/prevention training?
O es, all employees receive training
O es, but only certain employees receive training
&3 No, we don't provide training
O r'mnatsure

If you answered ‘yes’ to the question above, how frequently do your employees receive
cybersecurity training? (Check all that apply)
O  puring the anboarding process after new employees are hired

O Annually
u} ‘When policies are updatad
B other

Limited distribution - ial and,

#BeCyberSmart

subject to RCW 42 56,420 ond ROW 42 56.270

City of Auditville
Cyber Checkup Results: Overview

Area

Policies &
Training

Incident
Response

Accounts &
Passwords

Credit Cards

Does your organization...?

Establish and maintain written IT
policies

Strength of your safeguard
Strong Needs Not
improvement implemented

v

Have a cybersecurity awareness
program in place

Have a process for employees to
report cybersecurity incidents

Designate a lead and a backup to
oversee incident response and recovery
Maintain an inventory of emergency
contacts and service providers

Require employees to use strong
and unique passwords

Encourage employees to use

Restrict administrator privileges to
dedicated administrator accounts

Protect accounts with administrative
privileges by using multifactor
authentication {MFA)

Require remote workers to use MFA

Install anti-virus programs on all

Regularly apply security patches on
all computers and applications
Use only fully supported browsers
and email clients

Apply timed lockouts on all device
screens

Encrypt data on computers or
ather devices containing sensitive

~

Back up data regularly and
automatically

Block unnecessary email attachments
Maintain firewalls on all computers
and devices

Use DS filtering services to block
access to malicious domains

v
v
v

Maet PCI D55 requirements for
credit cards

v

Cyber Checkup

tesults & Recommendations | 4

or 1o
il
WINNER?
NSAA Excellence in
Accountability Award

Policies & Training

Safeguard 2: Have a cybersecurity awareness
program in place
About this safeguard

A cybersecurity awareness program trains employees to be mindful of cybersecurity risks as they
perform their daily tasks. Employees should be aware of comman fraud and phishing schemes, as
well as basic technigues bad actors use to trick unsuspecting employees.

Why this safeguard is important

People zre often an organization's weakest link. Hackers focus on taking advantage of human nature to gain
access to your government’s networks and sensitive information. Through social engineering techniques like
phishing and smishing (using text messages instead of email), they manipulate human behaviors to gain
access to login ials and networks that, if i used, could reveal critical data or otherwise harm
your government. While you may have put technical solutions in place to reduce the likelihood malicious
activities will succeed, your overall security requires an embedded culture of cybersecurity awareness to

e truly effective. With regular training, people can become your government's first line of defense.

What we observed during the checkup

Your i hasa

Our recommendations

Develop andi a policy requiring to take regular cybersecurity awareness training.
“fou can find links to example policies in the Resources section balow.

Create a cybersecurity awareness program that fits your g needs.
everything from a formal security awareness training program to a maonthly email with cybersecurity
tips, each designed to influence employees’ behavior. There are many low-cost and free resources
{see Resources below) to help you get started. You'll find tools for delivering training modules,

and to keep empl engaged.
‘Conduct training as part of onboarding for new employees and then annually for all staff.

FReview your training program and its associated policy annually to ensure your program is keeping
up with evolving types of cyberattacks.
Resources and references you can use

+ The Mational Institute of Standards and Technology [MIST) provides a sample template you can use to
develop your own security awareness training policy.

+ SAO%"Pecple matter in cybersecurity” offers advice for starting an awareness program.

+ Infesec Institute offers a free toolkit and tiaining resources you can download.

+ MIST provides a list of free 2nd low-cost trainings you can use today to start your program.
This safeguard supports C15 Control 14.1

Cyber Checkup Results & Recommendations




Your data—the Financial Intelligence Tool (FIT)



https://portal.sao.wa.gov/FIT/explore?utm_source=hero&utm_medium=sao&utm_campaign=june-25

[ Search FIT Q

. A

%) Login

Port of Anacortes

Government Type Filing Status Website
Individual . .
[ Port/Airport District ® Filed on time the past 9+ years www.portofanacortes.com
® FY 2023: Filed April 9, 2024
yrry (revised 5/24/2024)

Government
Types

Je;] Finances at a Glance © Rankings

Navigate By FY 2023 Show statewide averages .
Dollars @ @ 9 Of 82 Port/Airport Districts , this government

. ranks...

' Financial Summary Revenues Expenditures ®
Financial i $26,691,125 $20,894,260

FY 2023 FY 2023 — H
Health Beginning Balances : #11 = Expenditures @

Revenues #20 = Taxes (Revenues) @
Other Increases

“Note: As of March 31, 2025 there were 84 active
Expenditures Charges for Goods and Services Port/Airport Districts and 82 have filed & published
annual reports

#14 | Revenues @

-

Data

Other Decreases Miscellaneous Revenues
Extracts

Ending Balances Taxes

Intergovernmental Revenues

Location

Office of the Washington State Auditor




Government
Types

Navigate By
Dollars

Financial
Health

-

Data
Extracts

[ search FIT

Explore / Individual Governments /

Comparison: Financial Summary >°

Anacortes, Port of X

$ Dollars

Categories

» Beginning Balances

~ Revenues

» Taxes

» Intergovernmental Revenues

» Charges for Goods and Services

» Miscellaneous Revenues

» Other Proprietary/Trust Revenue

» Other Increases

» Expenditures

» Other Decreases

» Ending Balances

2023 - Enterprise

Anacortes, Port of

$59,143,866

$26,691,125

$1,728,746

$1,159,408

$19,545,967

$4,257,004

$0

$92,278

$20,894,260

$5,756,579

$65,258,387

Friday Harbor, Port of X  Olympia, Port of >  Walla Walla, Port of <

Friday Harbor, Port of

$34,007,884

$10,500,842

$545,000

$925,334

$6,045,309

$656,573

$2,328,626

$2,040,578

$7,160,145

$4,544,500

$38,987,886

Office of the Washington State Auditor

Olympia, Port of

$93,257,857

$27,232,155

$7,587,578

$869,601

$16,958,310

$1,164,583

$652,083

$0

$20,161,158

$5,470,776

$99,089,639

Walla Walla, Port of

$106,610,409

$11,054,867

$2,454,334

$0

$6,393,685

$1,829,369

$377,479

$16,776,460

$11,058,458

$440,767

$123,282,784

Compare

side by side
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Lean for ports: An overview

01: Lean Methodology

e Whatis Lean?

 How does Lean work?

02: Lean in Real Life

 Improvement projects

03: Services & Resources

* Free onsite and online

Joanna Bailey, Lean Specialist

Office of the Washington State Auditor




Whatis Lean?

Office of the Washington State Auditor

Process improvement
methodology

Re-assess yesterday’s logic to:

* Build a shared understanding of
process challenges & opportunities.

* Remove process waste to use current
resources more effectively.

* Mitigate risk through incremental
changes.




How does Lean
work?

Office of the Washington State Auditor

Purpose-driven principles

1.

Fix process, not people
Provide effective tools for staff success.

Make work visible
See to understand; understand to
Improve.

Eliminate process waste
Increase capacity to do important work.

Go slow to go fast
Small changes to mitigate change risk.




Principle: Fix process, not people

OUTPUTS OUTCOMES
Change

) Office of the Washington State Auditor



Principle: Eliminate process waste

Motion Underutilized resources/skills
* Treasure hunting * Unused software functionality

* Duplicate data entry * Taskdistribution

Rework Overproduction/processing

* |Incomplete orinaccurate work * Parallel file systems

* Passing errors downstream * Digital-to-print; print-to-digital
Waiting

* Signatures
* Single user access

Office of the Washington State Auditor




Principle: Go slow to go fast

4 steps to a better process:

* Plan - prepare for the change
* Do -trialimprovements
* Check-to assure improvement

* Adjust-lock in to standardize

Office of the Washington State Auditor

¢ ADJUST

CHECK




Credit card reconciliation

Case Study #1: Current state conditions

1. 54 credit cards: employees +
commissioners

0123 L567 8901 2345

2. Reconciliation: 3 finance staff

3. Process challenges:

Lean in real life

v'Late submittals, coding errors, missing
entries and receipts

v'Stressful reconciliation, staff burnout

Office of the Washington State Auditor




Credit card reconciliation
cont.

Root causes:

1. Outdated cardholder agreement and
procurement policy.

0123 L567 8901 2345

2. No expectation for cardholder to record or
Lea n in reconcile their activity prior to hand-off.

real life cont. 3. Departments log transactions and match
receipts after receival of statement.

4. Unclear expectations for supervisory review.

Office of the Washington State Auditor




Credit card reconciliation
cont.

Action plan: Strengthen internal controls

1. Regularly assess # of cardholders to business
need. Metric: dept justifications

. 2. Cardholder records and reconciles own
Leanin activity against statement before

rea[ l|fe cont handoff. Metric: performance evaluation

3. Establish expectations for supervisor
review. Metric: # or % of send-backs

§ Office of the Washington State Auditor



Credit card reconciliation
cont.

Action plan: Timely submittals to finance

1. Cardholders record transactions on ongoing
basis. Metric: % compliance; % change in
timely submittals

Lean N 2. Packet: recglpts arein §tatement transaction
order. Metric: % compliance

real life cont.

3. Directors provide Finance with an assigned
backup approver and activate “out of office”
reply before leaving. Metric: % compliance; %
change in rework by Finance

Office of the Washington State Auditor




Tenant turnover

Case Study #2: Current state conditions
1. Leaserevenue =72% operating budget

2. Unclear standard of quality, roles and
responsibilities

Lean in 3. IMPACT:

i v
real life cont. Frustrated tenants
v'Staff burn-out

v'Turnover delays = loss of revenue

ffice of the Washington State Auditor




Tenant turnover cont.

Root causes:
1. Task over-reach between teams

2. “Turn-key ready” quality was subjective

3. 60% of work orders were not logged (un-

Leanin trackable)
real life cont. A

. Outdated, incomplete and underutilized
checklists

ffice of the Washington State Auditor




r B
|1'

Leanin
real life cont.

Office of the Washington State Auditor

Tenant turnover cont.

- -
| = Action plan: Tenant-out process

1.

Update checklist to deliver newly
standardized quality. Metric: walk-through,
feedback

FacOps logs all work orders, procures
bids/cost estimates for approval, plans and
executes site work. Metric: weekly reports,
dashboard accountability

Real Estate communicates with tenant.
Metric: customer & staff feedback

Eliminate staff’s 2" quality walk-through.
Metric: walk-through, feedback




1
| Tenant turnover cont.

'g .- Action plan: Tenant-in process

) 1. Update checklist to deliver newly
M— - standardized quality. Metric: walk-
_ through, feedback
/ - 2. Real Estate communicates with tenant;
Lean in
. * FacOps logs and tracks all work orders,

real life cont. procures bids/cost estimates for approval,

plans and executes site work. Metric:

sends improvement site requests to

FacOps. Metric: customer & staff feedback
weekly reports, dashboard accountability,

staff feedback

ffice of the Washington State Auditor



Lean services: Easy

Customized Service: 1 click to start
conversation

v’ Training workshops

v’ Facilitated improvement projects
Self-guided online learning:
v’ Lean project charter tools

v Process improvement webinar

§ Office of the Washington State Auditor

Center for Government

Innovation

®

How can you make
your government's
work processes
more effective
and sustainable?

ADJUST

We help you improve how work gets done by building your teams’
own skills to identify problems and improve operations. Whether
it's purchasing, payroll, or any other area, our Lean services can
help your city optimize efficiency, quality and customer service.

Ready to get started?
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Information

Scott Woelfle
Director of Quality Assurance & Innovation

Joanna Bailey
Lean Specialist

Center@sao.wa.gov
(564) 999-0818

Website: www.sao.wa.gov

X (formerly known as Twitter): www.X.com/WaStateAuditor
Facebook: www.facebook.com/WaStateAuditorsOffice

Office of the Washington State Auditor
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