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Your Voice Matters
Use your 
R esource P assport 

A sk questions throughout 
this session.
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SR 906 wash out near Snoqualmie Pass Green River Desimone Levee breach

Manson Park and Recreation Manson Bay Marina, Lake Chelan
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What can you do to flatten the 
cost curve? Where is the leverage?

•Lever 1 – Strategic asset placement
•Lever 2 – Vacant buildings
•Lever 3 – Hardening to prevent loss
•Lever 4 – Contracts and contract compliance
•Lever 5 – Quality Loss Runs
•Lever 6 – Strategic risk retention –  
 deductibles, reserves
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Source: APCIA via BLS Federal Reserve Economic Data and S&P Global Market Intelligence.
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Washington Liability Home page Press Release and Problem Statement
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What can you do to flatten the 
cost curve? Where is the leverage?

•Lever 1 – Create a culture of accountability
•Lever 2 – Have Defined Policies
•Lever 3 – Train to those Policies
•Lever 4 – Documentation of Performance
•Lever 5 – Slow down, consult an expert
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A guideline for a defined code: 
Imagine the place you want to go to work. 

Write it down. Run it by the experts.

•Your district’s mission, vision, values 
documents

•Employee Handbook
•Sexual Harassment Prevention Policy
•Progressive Discipline Policy

WPPA 2026
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Create a Culture of Accountability
The DuPont Bradley Curve

Natural 
Instincts Supervision Self Teams

Relative Safety Culture Strength

Reactive Stage Dependent Stage Independent Stage Interdependent 
Stage

In
ju

ry
 R

at
es
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Transparency of Action:
• Clear and open communication
• Defined standards of behavior and decorum
• Practice, practice, practice

WPPA 2026

Radical Candor: Be a Kick-Ass Boss 
without Losing Your Humanity Manager Tools: The Basics
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What can you do to flatten the 
cost curve? Where is the leverage?

•Lever 1 – Create a culture of accountability
•Lever 2 – Have Defined Policies
•Lever 3 – Train to those Policies
•Lever 4 – Documentation of Performance
•Lever 5 – Slow down, consult an expert
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First 48 Hours After a Cyber 
Attack

CONT A IN A S S ES S R ECOV ER R EPOR T



Hour 0–1: Assess Severity

Severity Drives Everything

• Critical or Major?

• A ctivate IR  plan now

• B rief leadership

• Keep plan offline



Hour 1–4: Contain the Threat

Isolate

Disable

Block

Wipe



Hour 1–4: Call Your Cyber Insurance Provider

Engage 
Counsel/ 
Breech 

Response

File ClaimCall InsurerContain



Add Claim Reporting Instructions to the Incident Response Plan (IRP)

1 — Find your claim procedure & FNOL form

2 — Put it in your IRP

3 — Train those responsible for reporting

R esources are often available w ithin your coverage.  In a severe attack, minutes matter

ACTION ITEM



Hours 4–12: Investigate & Preserve Evidence

DocumentAnalyzePreserve



Hours 12–24: Eradicate & Begin Recovery

Eliminate Malware Wipe & Rebuild

Restore from Backup Patch & Harden

Do NOT restore infected backups.



Hours 24–48: Communicate & 
Monitor

Internal
• Leadership

• R egulatory

• H R

External
• Public

• Legal

• Law enforcement

Reconnection Criteria

72 Hours Clean

EDR Healthy

Patches Validated
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REPORT CYBER LOSSES ON SAO’S WEBSITE

 Scan the QR code to learn 
more about the updated 
RCW 43.09.185 policy



S can to R egister

Build Your Own Cyber Incident 
Response Plan

Free Training — You're Invited!









Enroll with KYND
Get started in a single step — just reach out.

Enduris@KYND.io
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CYBER INCIDENT RESPONSE WORKSHOP

• Evaluate key decisions to 
customize a plan

• Develop strategies for attack 
scenarios

• Create a response checklist
• Produce a reporting template

Email: center@soa.wa.gov 
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GOALS OF AN INCIDENT RESPONSE PLAN

• Make the critical decisions 
before an incident occurs, and 
without urgency

• Assign roles early so they can 
be learned and internalized

• Walk through example 
scenarios so you can be ready 
for the real thing
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SAO OFFERS FREE CYBER CHECKUPS

What is a Cyber checkup?
• A free, 20-point inspection to 

diagnose cybersecurity gaps and 
common vulnerabilities

• Uses Center for Internet Security’s 
Critical Security Controls, Version 8.1

• Recommendations on how to address 
identified gaps
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Schedule a Cyber Check-Up
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SAO RESOURCES



Eric Swagerty
Member Relations Representative
MemberRelations@enduris.us
(800) 462-8418
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mailto:MemberRelations@enduris.us
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